
NIS 2



Key objective:
Improving the overall level of cybersecurity in the EU
Focusing on network and information systems

NIS 2: 
• Regulates more sectors and entities
• Tightens security obligations
• Streamlines notification obligations 
• Strengthens sanctions and enforcement
• Holds management bodies accountable

NIS 2
IN A NUTSHELL



KEY SUBJECTS
WHO?

Medium or large-sized entities active in a 
high criticality or critical sector

Annex II (link)
• Food
• Manufacturing
• Digital providers
• […]

Annex I (link)
• Transport
• Health
• Digital 

infrastructures
• B2B ICT service 

management
• […]

50 – 250 (Medium) / >250 (large)

€10– 50m (Medium) / > €50m (large)

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32022L2555


Essential..
Large-sized entities active in a high 
criticality sector
“Key-role” organisations
Appointed as such in NIS 2 or by a 
Member State Important?

OR

ENTITIES
WHO?



Technical

Operational

Organisational

WHAT?
SECURITY

 OBLIGATIONS Risk-based, 
all-hazards approach
State of the art
Implementation costs

Preventive

Reactive

Appropriate

Proportionate

Cybersecurity risk-
management measures

EU & 
International 

standards



Minimum security measures
Policy documents 
Incident management
Business continuity
Supply chain security
Cyber hygiene practices
Cybersecurity training
Encryption
MFA

WHAT?
SECURITY

 OBLIGATIONS



Significant incidents
Serious operational disruptions
or financial losses
Considerable (non)material 
damage legal or natural 
persons

WHAT?
NOTIFICATION 
OBLIGATIONS

1 month
Final report

Incident 
notification

72h

Early 
warning

24h

CSIRT

Competent 
Authority

Affected 
Customers

Without
undue 
delay



Essential
Proactive oversight
Fines (EUR 10 mio, or 2% of 
global annual turnover)
Management board scrutiny Important

Reactive oversight
Fines (EUR 7 mio, 
or 1,4% of global 
annual turnover)

SANCTIONS & 
ENFORCEMENT

AND?



16 JAN 2023 NIS 2 entry into force

21 MAY 2024 Cyberbeveiligingswet published for public 
consultation

1 JULY 2024 Public consultation closing date

17 OCT 2024 NIS 2 national implementation deadline 

Q3 2025 Expected entry into force of 
Cyberbeveiligingswet

KEY DEADLINES
WHEN?



FOR MORE  
CHECK PROJECTMOORE.COM


